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Introduction 
Background 

Security within the cloud environment is critical. Real-time security monitoring systems are a 
formidable strategy often implemented by Cloud Security Professionals to secure cloud 
resources.  When properly executed, this system is essential for detecting insider threats, 
credential misuse, and early signs of cloud compromise. 

Project Goals 

Inside the AWS lab environment, design and execute on a Security Monitoring System which 
monitors and detects access to sensitive AWS resources, then issues realtime notifications to 
security professionals in the case of a breach or unauthorized access, and responds defensively. 

Two different types of security monitoring paths will be configured and compared to evaluate 
which of the two provides better insight and quicker response. 

Lab Simulation Stack 

Lab environment: ​ ​ Cloud (AWS) 
Services (cloud tools):​ 1. AWS CloudTrail 
​ ​ ​ ​ 2. Amazon CloudWatch 
​ ​ ​ ​ 3. Amazon SNS (Simple Notification Service) 
​ ​ ​ ​ 4. AWS Secrets Manager 
​ ​ ​ ​ 5. Amazon S3 
​ ​ ​ ​ 6. AWS CLI 
​ ​ ​ ​ 7. AWS IAM 

Phase 1 
Infrastructure & Logging 

Task 1.1.​ The Audit Trail 

A multi-region AWS CloudTrail trail, ObserverTrail, integrated with Amazon CloudWatch Logs 
(cloudtrail-observer-log-group). 

 
 

Cloud Security: Building a Security Monitoring System in AWS​ ​ ​ ​ ​ 2 



Jeffrey O | Cybersecurity Analyst 
 

 

Task 1.2.​ The Honeytoken 

Production_Database_Credentials secret created in AWS Secrets Manager 

 

Task 1.3.​ Data Residency 

US (N. Virginia) region (us-east-1) S3 Bucket with Server Access Logging Enabled. 
The sensitive data bucket, the-fortress-bucket, stores its server access logs in the 
fortress-access-logs bucket. 

 

Phase 2 
Detection Logic – Flow 1 

Task 2.1.​ Metric Filters 

A Metric Filter, FortressAccessFilter, in CloudWatch Logs that searches for any GetSecretValue 
API call which specifically targets the Production_Database_Credentials secret 
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Task 2.2.​ The Threshold 

A CloudWatch Alarm, FortressAccessed, based on the metric filter, FortressAccessFilter. 
The alarm is set to trigger if the secret is accessed even once, with the Threshold 
FortressAccessCount set to set to ≥1 within 1 minute. 

 

 

Task 2.3.​Notification 

Linking the CloudWatch Alarm, FortressAccessed, to the SNS Topic AlertTopic1 and adding a 
subscription to my student email. 
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Phase 3 
Detection Logic – Flow 2 
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Task 3.1.​ Event-Driven Security 

An Amazon EventBridge rule, DetectFortressAccess that triggers whenever a “Sensitive Data 
Access” event occurs in AWS CloudTrail. 

 

 

 

Task 3.2.​Comparison 

Configuring the Amazon EventBridge rule, DetectFortressAccess, to send a notification to a 
separate SNS topic (AlertTopic2). 
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Task 3.3.​The Breach 

Using AWS CLI to retrieve the secret value. 
Creating the admin user (SecAdminUser) using AWS IAM and configuring AWS CLI with its 
credentials.  
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Phase 4 
The “Active Defense” Kill-Switch 

Task 4.1.​ The Target 

Creating a simple AWS Lambda function (Python) which uses the IAM DetachUserPolicy to strip 
the SecretsManagerReadWrite permissions from the victim user, TrapVictim. 
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Task 4.2.​The Trigger 

Connecting the Amazon EventBridge rule, DetectFortressAccess, to the new Lambda function 
as a second Target. 

 

Task 4.3.​The “Trap” Test 

●​ Creating a “Victim” IAM user (TrapVictim) with SecretsManagerReadWrite permissions. 
●​ Using the “Victim user,” TrapVictim, to configure and access the secret via AWS CLI 

commands. 
●​ Running another breach command immediately after and realizing that access has been 

automatically revoked. 
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Phase 5 
Forensic Report 

Executive Summary 

The goal of the security system was to explore Continuous Controls Monitoring, which is an 
automated, technology-driven approach to providing real-time security. The project mandate 
required the implementation of AWS tools and techniques to design and implement a security 
monitoring and alerting pipeline which detects access to sensitive resources and notifies the 
security team in real time. 
The simulation used key services from within the AWS environment which were AWS CloudTrail, 
Amazon CloudWatch, Amazon Simple Notification Service, AWS Secrets Manager, Amazon 
S3 and AWS CLI, and the simulation was a success. 

Lab Architecture 

CloudWatch Alarm Configuration Details 

 
 

EventBridge Rule Configuration Details 

 

Evidence Logs 

The following are the logs of attempts made by the victim user to access protected secrets. These 
CLI commands which were run at times before and after the AWS Lambda function was 
triggered, further explaining the returns observed in the CLI. 
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Please note: 
By default, the time on the Details screens are published in the local UTC+01:00 timezone 
format, while the time on the json logs are published in the UTC+00:00 timezone format. 

1. GetSecretValue 
This log entry was entered before the Lambda function was triggered. The victim user 
(TrapVictim) was granted access to the secured resources before the Lambda function locked 
them out permanently. Notice the absence of the line, “errorCode”: “AccessDenied”,. 
 

 

 

2. GetSecretValue 
This log entry was entered after the Lambda function was triggered, denying the victim user 
(TrapVictim) access to the secured resources and stripping them of their policies. Notice the 
“errorCode”: “AccessDenied”, line, proving that. 
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3. ListBuckets 
The command behind this log entry was also run after the Lambda function was triggered, 
denying the victim user (TrapVictim) access to the secured resources and stripping them of their 
policies. Notice the “errorCode”: “AccessDenied”, line, proving that. 

 

 

Technical Evidence 

The Detection 
A screenshots of the email notifications from Flow 1 & Flow 2 
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1. Flow 1 (CloudWatch Alarm) 
This email alarm was received about 2 minutes after the breach attempt was made. 

 
2. Flow 2 (EventBridge Rule Alert) 
This email alert was received immediately the breach attempt was made. 

 
The “Kill-Switch” Proof 
A screenshot of the IAM Console showing the “Victim” user now has zero attached policies. This 
is after the Lambda function stripped it of its policies (ReadOnlyAccess & AdministratorAccess 
policies). 

 
The Log 
A snippet of the CloudTrail JSON showing the “errorCode”: “AccessDenied”, line for the 
user’s second attempt to use the CLI. 
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Security Analysis 

1. Speed 
The Flow 2 alert was faster than the Flow 1 alarm. 
The Flow 2 alert (EventBridge rule, “DetectFortressAccess”) was received immediately the 
breach attempt was made by the victim user (“TrapVictim”), with a delay of a few seconds, while 
the Flow 1 alert (CloudWatch Metric Filter alarm, “Fortress-Accessed”) was received 2-3 minutes 
after the breach attempt. 

2. Context 
The email with more useful information (IP address, user name, etc) was the Flow 2 alert 
(EventBridge rule, “DetectFortressAccess”). Apart from being faster, it contained more detail 
about the source of the breach, as well as surrounding details. Some of them include user identity, 
time of event, breach action (event name), user agent (machine) details, and the name of the 
resource the breach attempt targeted. 
 
The AWS service I would use next to block the user automatically is AWS Lambda. This 
service aids the deployment of functions which automate the system’s security responses. This 
functions, after a breach attempt of the monitored resource, can trigger the striping of the user’s 
permissions and policies, locking them out permanently. 

3. Compliance 
Under the NIST Cybersecurity Framework (CSF), this project satisfies a few key requirements, 
which include: 

Near Real-Time Alerting 
NIST emphasizes that monitoring activities should be performed at a frequency sufficient to 
support timely risk decisions. 

●​ This project achieves this compliance by using Amazon EventBridge where the system 
doesn’t only monitor the security activities by collecting empty logs, but instead, moves on 
to "event-driven" monitoring. EventBridge triggers the SNS notification and the Lambda 
function ("Kill-Switch") in near real-time (usually seconds). This satisfies the NIST goal of 
reducing the time between a threat occurring and a response being initiated. 

Automated Response Integration (DE.AE-4/RS.RP-1) 
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While Continuous Monitoring is a "Detect" function, NIST values the integration of both Detection 
and Response. 

●​ This project achieves this compliance by using AWS Lambda. The Lambda function 
automates the response. NIST frameworks (like SP 800-137) state that a mature 
monitoring program doesn't just send an email, but triggers a technical control to mitigate 
the risk. By stripping the victim user’s AdministratorAccess and 
SecretsManagerReadWrite policies, you achieve "Continuous Response," which is a 
high level of NIST monitoring maturity. 

Lessons Learned 

If I had to improve this system for a Bank, I would prefer the EventBridge rule system (Flow 2) 
for triggering the Kill-Switch. Financial institutions have high security requirements due to the high 
volume and high sensitivity of the data in their custody. From my experience with the lab, 
EventBridge (Flow 2) was faster. A trigger system with the lowest latency would ensure the 
quickest response. 
This system also ensures high level compliance with relevant standards like the PCI DSS v4.0 - 
Requirement 10.4.1 (Critical Event Monitoring) which outlines the need for monitoring and 
alerting on access to sensitive credit card data decryption keys. 
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